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DIRECTOK, FBI “ 

(ATTENTIOH: FBI LABOEATORI 

RADIO ENOIHEERIKa SECTION) 
kSAC, CLEVELAND (66-5223) 


date: 2/7/72 


JUNE 


subject: 


.SK.CUR m ^OE.,.TELEEME. 
Im TELETYPE LIEES 
CLEVELAND OFFICE 


Re Bureau letter to Cleveland^ 8/9/71:» and 
Cleveland letter to Bureau, 9/21/71 ^ both captioned "TECHNICAL 
ASSISTANCE, CLEVELAND OFFICE/’ 

For the information of the Bureau, the Quarterly 
Telephone and Security Survey of the Cleveland Office was 
coh^T(iK&t'ed January 31 j 1972, through February 2, 1972. 
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UNITED STATES GOWRNMENT 

Memorandum 
c\ .. 


FROM 


SUBJECT: 



SECURITY SURVEY, SENATE 
APPROPRIATIONS COMMITTEE, 
CAPITOL BUILDING 


DATE; 


‘ 4/5/73 




Au^aker 

^ X_ 

llSr^bhardt_ 

Mr. Jenkins_ 

Mr. Marshall- 

Mr. Miller, E.S. — 

Mr. Soyars- 

Mr. Thompson_ 

Walters_ 

Tele. Room_ 

Mr, Kinley- 

Mr. Armstrong- 

Mr. Bowers- 

Mr. Herington- 

Ms. Herwig_ 

_Mr. Mintz_ 

Mrs. Meenan_ 


Pursuant to arrangements made by | I with I I 

Staff Assistant of the Senate Appropriations Committee, Laboratory personnel J 
conducted a security survey of the hearing room used by this Senate Committee at / 
the Capitol Building on 4/5/73. / ^ 

H ‘J* 

This survey included a physical and electronic search of all telephone Y 
instruments in the room at that time. A physical search for microphones was limited 
to the most likely places a listening device could be hidden without defacing walls, 
ceilings and furniture. 

No evidence of eavesdropping devices or tampering was observed at the 
time of this survey. 
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same date, who advised! 
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D STATES DEPARTMENT OF 




ST ICE 


OFFICE OF THE UNITED STATES ATTORNEY 


ADDRESS ALU MAIL TO] 

UNITED STATES ATTORNEY 
ROOM 3138.0 

UNITED STATES COURT HOUSE BUIUOINC 
3RD AND CONSTITUTION AVENUE NW. 


WASHINGTON, D.C> 20001 

August 31, 1978 


IN REPUV^ PLEASE REFER TO 
INITIALS AND NUMBER 



TV C .V, 


Honorable William H. Webster 
Director 

Federal Bureau of Investigation 
J. Edgar Hoover Building 
10th & Pennsylvania Avenue, N.W. 

Washington, D.C, 20535 

Dear Judge Webster: 

On a number of occasibns in the past, the Federal 
Bureau of Investigation has tremendously assisted this 
Office by providing periodic electronic surveillance 
sweeps of certain phones and/or offices within the United 
States Attorney's Office for the District of Columbia. 

This has not only provided us with actual security, but 
a needed sense of security as well. 

I 

Because of the particularly sensitive nature of a 
number of major investigations presently being worked on 
by our Office and because such a sweep has not been 
conducted in approximately a year,, we once again request 
the assistance of the Bureau in performing an electronic 
surveillance sweep of certain phones and offices here. 
Specifically, we would request such a sweep for my phones 
and office and the phones and offices of the Principal 
Assistant U.S. Attorney, the Executive Assistant U.S. 
Attorney, our Major Crimes Division and the Fraud Division. 
The specific phone numbers will be provided to your agents 
as appropriate. Thank you in advance for your cooperation^ 
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lb 7 C 



EARL J J/S ILBERT -^ 

United States Attorney 
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October 1^78 


As:oc. Dir._ 

Dcp. AD Adm. _ 
Dop. AD Inv. — 
Asst. Dir.i 

Adm. Scfvs._ 

Crim. Inv._ 

ld«nt._ 

intEll. _ 

Laboratory_ 

Legal Coun._ 

Plan. & Insp. — 

Roc. Mgnt- 

Tech. Servs._ 

Training_ 

Public Af(s. 0(1. 
Telephone Rm. _ 

eW 


Honorable Earl Silbert 
United States Attorney for the 
District of Cpluinbia 
Room 3136-C 

United States Court House Building- 
3rd and Constitution Avenue, Hortliwest 
Washington, p* C, 20001 

Dear Ifc. silbert: ‘ 

Reference is made to your letter dated 
August 31, 1978, requesting an electronic surveillance 
sweep of your office, the offices of the Principal 
Assistant 0,S. Attorney, ‘the Executive Assistant U.S, 

Attorney, the offices of the Major Crimes Division and 
the offices of the Fraud Division. 

On September 15, 1978, the offices of the . 

Major Crimes Division and the Fraud Division'and the i jj' 
telephones therein were electronically and physically - 
checked, and on September 21, 1978, your office and 
the offices of the Assistant and Executive Assistant 
and their telephones were electronically and physically 
checked for security by employees of the Federal Bureau 
of investigation, 

1^0 evidence of eavesdropping devices or of 
tampering was noted during the sweeo. / ^ ^ / 

ft \ Baffeerelv vours. - / * 




^^^erely yours, 

Jay Cochran, Jr, ^ 

Assistant Director FBI 
Technical Services Division 
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' 10/25/78 


PHILADELPHIA (66-5596) 


: "Telephone security 


WUNITED STATES GOVERNMENT 

memorandum 


to: director^ FBI 

ATTENTION: TECHNICAL SERVICES DIVISION, 
ENGINEERING SECTION 


Re Philadelphia FTS to the Bureau, 10/24/78, 

I I the U.S. Department of 

Justice Task Force in Philadelphia, nas requested a sweep 
be made of his office and telephones by the FBI* He has 
no concrete information he is under electronic surveillance, 
however, advises they currently have an individual under 
indictment who has been previously convicted of wiretapping. 

The informal request was made over one month ago, 
but because the high volume of sound related matters occurring 
in the division and because_one__sound man is on special assignment 
in the Tampa Division, ! I request ^has not been honored, 

and cannot be done by Philadelphia’s soundmen in the foreseeable 
future. 

In view of the above, it is requested that a^ 

"sweep team" and the necessary equipment be sent to Philadelphia 
for a two to three day period for this purpose. 

Telephone numbers and all multiple appearances will 
be available upon arrival, as will be a sound agent who has 
had no practical experience in this field to assist and receive 
training from the Bur^^i person^^i, if the Philadelphia workload 
so permits. gbL'i /C J _ ^ 


Please notify SA 


I of planne.d.-^2y:3£§^. 
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SAC, PHILADELPHIA (66-5596) 


10/30/73 


PERSONAL ATTENTION 


DIRECTOR, FBI 


'TELEPHONE SECURITY f 




< 


Reurlet 10/25/78, requesting a security 
sweep of office space and telephones used by Philadelphia 
Task Force Cliief Attorney I ~l 

Critical demands for operational support 
presently being levied on the Engineering Section and 
over-all Bureau budgetary restraints mandating sharp cutbacks 
in travel funds make it necessary to restrict the use of 
human and technical resources as much as possible. Existence 
of a possible technical penetration, perceived solely upon 
the basis that a person whose indictment is being handled 
by the Tasj^ Force v/as previously convicted of wiretapping, 
is not a sufficiently compelling justification for deplo 3 ^ent 
of these scarce resources. , .. 

Since you apparently did not have the benefit (, 
of referenced communication at the time this recmest 
was submitted to FBIHQ, please contact j ^ | and 

inquire whether or not any additional indication exists 
that a penetration has been or is being made. Express to 
him our desire to be of all possible assistance, but 
”^at because of severe manpower restrictions V7e can 
respond only to documented threats. If further information 
3s furnished, please resubmit request, together with your 
personal recommendation. 
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TO 


FROM 

I 


Jay Cochran, Jr., Assistant Director 
Technical Services Division 
F^d^al Bt^eau of Investigation 

erry^ Rubino 

Department Security Officer 


hate: may 2 5 1979 

r7 



subject: 




Security Survey of Civil Division'Offices 

7 

It is req^^&ted that the Federal\Bureau of Investigation 
conduct a ^x^rophone-an d-tel^nhon A suryey.r of the Civil 
Division Offices, Room 3633 through sSio inclusive, and Room 
6527 of the Security Programs Group in the Main Justice 

(8k 

Please contact I Security Assistant^ Adminis¬ 

trative Programs Management Staff, Office of Management and 
Finance for further information on 633-2396. 
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fir. J'erry Hufoino 

Department Security Officer irf"”” *" ■ 


VJiliiam A* Bayse 
Assistant Director FBI 
Technical Services Division 




SURVEY OP CIVIL DIVISIOH OFFICES 


fUifi, / 






Heference is made to your letter dated 
May 25, 1979, captioned as above requesting a microphone 
and telephone survey of Room 3633 through 3645 inclusive 
and Rooms 6527 and 6725 in the 25ain Justice Building* 

On June 6, 1979, employees of the FBI conducted 
a security sxfeep of requested offices* 

No clandestine devices or evidence of tampering 
were noted during tlie survey* 
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Jay Cochran, J^jC^ssistant Director 
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subtect: 


date: JLliy 1 ]979 


ibaxr 

“Director of Security rztrBAIi 

Department of Justice 

Security Survey of Investigation Review Unit Officea 




It is requested that the Federal^B^-yir^e^^nf Investigation 
conduct a ^nicrophone and telephon e ]^sS^e yCof the investiga¬ 
tion Review Unit offices. The fodtn ruMBefs are'4213, 4215, 
4217, and 4219 of the Main Justice Building. 

Please contact Jerry Ruhino, Assistant Director for Security 
Programs, Administrative Programs Management Staff, Office 
of Management and Finance for further’ information and to 
arrange for necessary scheduling and coordination on 
633-2094. 

oK / 
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Mr. Harry Fair 
Director of Security 
Department of Justice 

William A. Bayse 
Assistant Director FBI 
asclmical Services Division 


1 - Mr. Bayse 
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SECURITY SURVEY OF Il^ST IGATIO U RE VIEW UfllT OFFICES / 


^2 r 


Reference is made to letter dated June 1, 1.919, 

, captioned as above ^ requesting a^icrophone and telephone 
C/^SaAiN su:^ev5o f Rooms 4213, 4215^ 4217, and'42i^ in 
' r Building* 

On June 6, 1979, employees of the FBI conducted 
a security sweep of requested offices. 

It was noted during this sv/eep that conversation 
was being broadcast from the Justice Department at 450.9 MHs. 
It was determined that it feas emanating from the office of 
Benjamin R. Civiletti, Deputy Attorney General, who V 7 as 
wearing a wireless microphone in connection with the taping 
of a TV show about his daily activities. 


lir. Civiletti was advised that the L^ireless 
microphone broadcast ail of his conversations while he 
was wearing it. 
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:al Bt 


of Investigation 


FROM 


subject: 


®T ^errv Riibino 
Departrrfent Security Officer 
Department of Justice 


date: November 20, 1979 




Security Survey of Investigation Revi^ Offices ^ t <r^ 

It is requested that the Federal Bureau of Investigation"'*""^'**'*^”*'''^^ 
conduct a microphone and telephone security survey of the 
Investigative Review Unit offices in room 4213, 4215, 4217, 
and 4219 of the Main Justice Building. 


Please contact | 
rity Programs St^ 


information on 633-2396. 


^ _I Security Specialist, Secu- 

ustrce Management Division for further 
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be 
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D, Jerry Rubino 
Department Security Officer 
Department of Justice . * 


Deceniber 21, 1979 


William A. Bayse, Assistant Director 
Techn^al SG3rv’ices, Division 

Bureau of Investigation 


1 - Mr. Bavse 
1 - 
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^ SECORITy SDRVEY OF IMVBSfIGATrOH REVIEW OFFI CES ^ 


oWr/5 

Reference your request dated Koveinber 20, .1979, 
to conduct a microphone and telephone security survey of the 
Investigation Review Unit of the llain Justice Building 

On iJovember 20,' 1979, employees of the FBI conducted 
a security sweep of requested offices, 

Ho clandestine devices or evidence of tampering were 
noted during the survey. 


NOTE; Survey conducted bv E ts 
and/SAI 1 
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SECURITY OF OFFICE SPACE-MEXICO CITY. (U) 
REBuTEL, SEPTEMBER 29> 1980. (U) 



SURVEY OF-telephone EQUIPMENT INSTALLED IN THE LEGAL 
ATTACHE OFFICE AT MEXICO CITY, AND CONVERSATION WITH U.S. 

embassy communications personnel, indicate that telephone 

INSTRUMENTS ARE MODEL 565 , AND TWO 830 CIO-BUTTON) INSTRUMENTS*- 
(WE NO LONGER HAVE A STATIONARY SEORETARY/RECEPTIONIST 
POSITION). I I 


73 




THIS INSTALLATION HAS BEEN APPROVED 


BY state DEPARTMENT SECURITY 

%/ i t . -, 

CONTACT HAS BEEN MADE WITH REGIONAL SECURITY OFFICER]_| 

, and initial arrangements made FOR STATE DEPARTMENT 




TECHNICAL PERSONNEL TO PERFORM A TECHNICAL INSPECTION OF LEGAT 
OFFICE and TELEPHONES WHEN THEY VISIT MEXICO CITY IN THE NEAR 




6 NOV 241980,^ 







PAGE TWO MEX 66-361 . 

FUTURE. THE BUREAU WILL BE ADVISED WHEN THIS IS ACCOMPLISHED. 
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11/28/80 


Hr* D* Jerty Rufoino 

Department Security Officer . 

Department of Justice (DOJ) 

william A. Bays© r\ 

Assistant Directorr FBI 

Technical Services Division ____ 

SECURITY SURVEY OF ASSOCIATE DEPUTY ATTORNEY GEUERAIi’S OFFICES 


/ f {/f 


Reference is made to your letter of Hovember 21, 1980, 
requesting a microphone and telephone security survey of the 
offices of the Associate Deputy Attorney General, Room 4215,. 
of the Main justice Building*. 

On November 21. 19RD. in response to a telephone 
request from I personnel of the FBI*s 

Technical Services Division conducted a countermeasures 
sweep of the offices in Room 4216/, DOJ* The sweep, including 
an electronic checK of telephones within the office, as well 
as a scan of the radio frequency spectrum from 3 KHz to 2 GHz 
revealed no evidence of tampering with respect to telephones, 
or the installation of clandestine listening equipment. 
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1/12/01 
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(U) 


In resg^onso to your letter of Becerabor 10, 1$00, 
pcrsoniioi of the...Seohnical Services Division conducted 
em electronic countomeasures sT7ee|> of space occapied by 
the Office of Intelligence Policy and x^eview* 

She sweep, conducted on December 30, 1930, 
included an on-line electronic eKaiaination of telephone 
lines as well as a radio frequency (RF) scon of the spectran 
fron 3iCHz to 2,0 iJo clandestine listening equipment 

was located as a result of this sweep* 
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is an access coiitrol device and does not qualify 

_ loch * ‘fherqforo, the protection being provided the 

I located therein is considered inadequate. In 
Addition, since that office deals in such sensitive natters, 
it is, recommended that additional acoustical treatmant 
>e provided to protect sensitive and classified conversations 
from being overheard ^in^tho uncontrolled hallmy-^adjacciiir 
that space . " * 
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b7C 


sm ENVELOPE 


Public AHs. OK_ 

Telephone Rm._ 

Director’s Soc’y_ 


/f 

m 

8 4 FE3 9 198t 


APPnOVEO: 


MAIL ROOM 



Adm.JjSr.M 
Crim. ir,v.__. 


Lep,rl Conn.. 
pl'rt. 

; * ‘".I . 


fcsr:;::" ^ 


, J. ::‘j A.t ^i/DOJ- 









Memorandum 


ALL FBI DIFOPI-IATIOW COHTAII-ED 
HEPZIl IS mCLASSIFIED 

DATE 09-10-2010 BY 60324 uc baw/saB/isg 





TOEHAL SOVERilMEKi 


ecurity ^S.uE^e:^r of the Of£.ice.._.of. Inte.l.li p:ence 

Kfolicy an^Kevje^“^TnI-I TTP 



To 


William A. Bayse 
Assis.tant Director 
Technical Services Division 
Federal Bureau of Investigation 



Date 

DEC 1 S 1980 

VUB 


luDino, Director 
Security Programs Staff 
Justice Management Division 


fob 

fo7( 


It is requested that the Federal Bureau of Investigation 
conduct a microphone and telephone security survey of the 
Office of Intelligence Policy and Review offices in Rooms 
4215, 4217, 4219, 4307, 4315 and 4319 of the Main Justice 
Building. 

Please contact I I Security Specialist, Security 

Programs Staff, Justice Management Division for further 
information on 633-2396. 




8 8 FEB 171981 













Memorandum 

ALL FBI IMFORHATION COHTAINED 
^I^HEREIliI 13 UliICLASSIFIErJ 

^■DATE 09-10-2010 BY 60324 uc baw/sali/lsg 




S'^bject ^ 3 CC ur/T(-f S\J P\ 

^Security Survey of Attorney Generates Office 


JAN 2 6 J98I 


w 


William A. Bayse, Assistant 
Director Technical Services 
Division 

Federal Bureau of Investigation 


r 

Rubino, Direc-toq^ 
Seeurduty Programs Staff 
Justice Management Division 


It is requested that the Federal Bureau of Investigation<A^X 
conduct a microphone and telephone security survey of the 
Attorney General's Office and conference room and Room 5123 
of the Main Justice Building. 

Please contact I ^ ^ Security Specialist, Security 

Programs Staff, Justice Management Division for further 
information on 633-2396. 


I ~i ^ 

T4/^r 

'fi CP**' 

t \ 


t'< 




A 






IS FEB 18 1981 


^MtMt 


9 7 MAR 61981 












ALL IHFORJIATIOM COI'ITAIMED 
fcpEIl IS TJlCLASSiriED 

^ATE 09-10-2010 BY 60324 uc baw/sali/lsg 

UNITED STATES TAX COURT 

WASHINGTON, D.C. 20217 



CHAMBERS OF 

C. MOXLEY FEATHERSTON 
CHIEF JUDGE 


lb 6 
lb7C 




Department of Justice 
Washington, D. C. 20535 

Dear Mr. Bayse: 

I have your letter of February 2, 1981, reporting 
on your electronic countermeasures sweep of the offices 
of Judge b^uei B. Sterrett of this Court, 


We are grateful to you for your assistance and we 
are pleased to have the assurances afforded by your report* 

Thank you. . 

Sincerely, 






C, Moxley Featherston 





^ Kb IE 




7 8 MAR ® 





^HE 


ALL INFORMATION CONTAINED 

[herein is unclassified 

DATE 09-10-2010 BY 60324 uc baw/sali/lsg 





February 2, 101*1 


// TOjBRAi GQTOimi 

Uonorabie C* no:xley:?FoathGroton 

Chief J acgii o€ -yie States cour t 

P^oon 

.Oecontl Horthuoat _ . 

tTashiugfeoh'^ cn ^ ^ J ^ /ry^ //j- 

Li-yax Jadg^j^oatlioratons - 


S-"A y'( 


lii response to your tilephonio roquoat of 
Jormary 2t, lOul, persormel of ey staff cor4CUctou aa rA^'rr’^'nic 
oouatorpieaGuros svieep of tho offices of Judge r^anuol 
F.oon Uititoa Ctatos Va:: Court, 

"fho suoGpr conducted 0:1 January 19^1, consisted 
of a thorough physical and electronic c::a?Aiaatlon of all 
telephones withii^ tlie offic.^s of Juago Otorrett/ his S‘..cretarx<jB, 
and hie latr clorhs# as t:ell as n local scan of the radio 
fregueucy spaetrixn^ fron 3 Lilohert^ to 1.3 gigahert:^# 

' 1 X 0 evidence of roCification to the telephones or 
installation of clandostino listening equijrr-ient ^’as foi’uid at the 
tizno of the st/aop, Ihis fact ^;as brought to the attention of. 
-Judeo Sterrett at 'the conclusion of the stv-eop, 

I 

I Should you have any fT?rth.y rrueatiens rerrarcincT tills 

rattor^ ploase contact Special /^gnnt l I tolerhon^ 

|2i!-5783. ^ ^ r ^ 

1 Sir.ccxoly yoaxD« 


Assoc, Dir,_ 

Dep. AD Adm. _ 

Dep. AD Inv._ 

Asst, Dir.; 

Adffl. Servs.,^_ 

Crira. Inv,_ 

Ident._ 

Intel I_ 

Laboratory_ 

Legal Coun,_ 

Plon. & Insp._ 

Rec. Mgnt._ 

Tech, Servs,_ 

Training_ 

Public Affs, OIL . 

Telephone Rm_ 

Director's Sec'y. 

c ly i j' 

o V.' i »1 » , 



nilliin Fayoc 
r?;ioiotant Director FDI 
!^:echnlaal Soarvicoo Oiviuioj 



:62-9 

-WCJ: 


-SEE NOTE, PAGE TWO. 


MAIL ROOM 

1931 




APPROVE;' r-p 

^ Gnr.r.ir;v._ 
Directer__—. — 


c,'Cic. AC-LS:0-- i-- -' 


J,» Li'P- 5 Cc'iii. _ 
' ' ‘ <' IrrtR.^ 

^ » •■(•. . 


u'.. c9 Co:V‘-^ 
u pLu'C Alls., 








bo 

b7C 

Honorable C. Motley FeatlTierston 



lOlD: Above s weoi 
and ETii I 


v/as condi 


Judge Foatiaorston requested t-.ie first sweep of Judge 
Sterrett’s offices after two morabors of the Church of 


Scientology apparently entered Judge Storrett's offices 
without registering v/ith the guard located at the ontranco 
to t'lo U. S* ^ajj; Court* This swoop was conducted on 
Sopterober 19;. 19G0. Tho second s^^eep, v/hich was conducted 
on January 29, 1981, was requested by Peathorston because 
of an upcoming trial involving the Church of Scientology. 



« 2 - 




Memorandum 


^Hhe: 


ALL INFORMATIOM COHTAIHED 
iHEREDJ 13 ITtJCLASSiriED 

DATE 09-10-2010 BY 60324 uc baw/sali/lsg 


/o/o 



Mr. Bay S' 




Date 9/18/81 


be PER FBI 
hlC 


Subject 


RMEASURES MATTERS 


Scdc/ Su^ \^e 


198-1, 


Referenc( 


Exbc ad Adm._ 

Ex«c AD Inv._ 

Ex.e AD UES_ ' 

Asst» DIr.t 

Adm.,Spfv*,_ 

Cri m. Inv> 
tdent. 

lnt«ll«_ 

Laboratory _ 

Logoi Coun .. 

Plon.i Intp.._ 

Roe. Mgnf - ■ 

Tech. Ssrvs._ 

Training_ 

Off. of Cong. 

& Public Affs...^ 

Tolephano Rm._ 

DIroctor'i Soc’y — 


Referral/Consuj 


dated August 13, 



The above chapter has been reviewed b^^h'^ E^ngineering / / 
Section, Electronic Analysis Unit (EAU) which hds detemined ' / 5)' 
that these requirements and guidelines follow almost verbatim ( 
those set forth in August, 1976, by the Technical Surveillance 
Countermeasures Subcommittee (TSCS), of the Director of Central 
Intelligence (DCI) , Security Committee (SECOM), entitled "P-rdcedural 
Guides 1-2-“3 (Requirements for Reporting and Testing Technical 
Surveillance Penej^ations Ror Hazards and Guidelines for Conduting 
Audio Counterme^i^ar^ Surveys) ," 

Enclosures '' 


\(J^ 







Memorandum to Mr, Bays© 

RE: COUNTERMEASURES MATTERS 


■Ref err al/Consult 


The. Procedural Guides set forth by TSCS have served 
as the basis for countermeasures procedures by Intelligence Community 
members. There have been no known conflicts with FBI'investigative 
policies to date but it should be noted that the Procedural Guides 
set forth by TSCS were requirements for reporting and testing technical 
surveillance penetrations/hazards mainly outside the continental 
United States and these guidelines require that some investigation 
be conducted by the technical .surveillance countermeasures team. 

For a discovery of a technical surveillance penetration made within 
the United States (including Puerto Rico), the FBI has primary 
jurisdiction subject to any current agreements between the FBI and 
the military services. 









ALL rBI IMFOPI-IATIOU COHTAII-ED 
HEEEIl IS mCLASSIFIED 

DATE 09-10-2010 BY 60324 uc baw/sab/lsg 



ADDRESS ALL MAIL TO: 

.pNiTED STATES ATTORNEY 
, ROOM 3138-C 

UNlTEO.StATES COURT HOUSE BUILDING 
*3RD AND CONSTITUTION AVENUE NW. 


department of 3foe;ttte 

OFFICE OF THE UNITED STATES ATTORNEY 
WASHINGTON, D.C. 20001 

October 1, 1981 


IN R€PUY, rt,EA$E REPER TO 
INITIALS AND NUMBER 

CFCR:pag 


4 Y: 




The Honorable William H. Webster 
Director N. 

Federal Bureau of Investigation 

Ji'Edgar Hoover Building S» 

10th & Pennsylvania Ave., N.W, 

Washington, D.C* 

Dear Judge Webster: / / 

Os p fl tytzf TV Q F Te fpfi fy Nd 16 fe TV fie. 

On a number of occasions in the past members of your 
staff have graciously given of their time and expertise 
in selected cases by doing an electronic surveillance 
sweep of the offices and occasionally homes of certain 
Assistant U.S. Attorneys who were working on extremely 
'sensitive matters. This has provided comfort and 
jassurance not only to the members of my staff but to the 
jinvestigative agents from the Bureau with whom they work, 
.pii that re gard, two of our Assistant United states 
I Attorneys | 

I have for some time neen working on an extremely sensitive 
I P^^®^tigation with agents of the Federal Bureau of 
investiga tion. The case , one that I know you are familiar 
I with, the I J investigation, is of that level 

I|of sensitivity that ^I^eel an electronic surveillance 
j sweep__of the_ir offices and homes W(^ld be~ appropriate. 
Ijwould thus request, with your concurrence, that agents 
\ |Of the Federal Bureau o f Investigation make appropriate ^^; 
||arrangements with AUSAs| |to conduct such 

Ik sweep. 




Thank you in advance for your cooperation. y /yj 

2 - Y MU 


CHARLES F. C. RUFF - 

United States Attorney for 
the District of Columbia . 


0C.I. e 


19821 





' -tJ.S. Department of Justice 


United States Attorney 
District of Columbia 


Official Business 

> Penalty for Private Use $300 

r 

,^^ALL FBI IHFOPIIATIOH COJITAIHED 
HEREIM IS UlfCLASSIFIED 
DATE 09-10-Z010 BY 60324 lie ba¥/sab/lsg 


Postage and Fees Paid 
U.S. Department of Justice 
Jus 431 



Room No> 2800 

United States District Court Building 
Washington, D.C. 20001 


T!he Honorable William H* W^.st^ 

Director 

Federal Bureau of Investigations 

J. Edgar Hoover Building 1 

10th & Pennsiylvania Avenue, N.W. Ij^ i 

Washington, D.C. 20535 Ov^ ( 

t 











Memorandum 


ALL FBI IMFORHATIOM COHTAINED 
HEREIJJ 13 ITtlCLASSIFIED 

DATE 09“10'"2010 BY 60324 uc baw/salD/lsy 









Subject 


Security Survey of U.S, Attorney's Office October 8, 198! 

C£ F '^^/ei nhoNCj Ff /e /yfiit. L/A/eT 


William A. Bayse 
Assistant Director 
Technical Services Division 
Federal Bureau of Investigation 


dJ /jerr/y Rubino, Director 
Security -Programs Staff 
Justice Management Division 
Department of Justice 


It is requested that the Federal Bureau of Investigation conduct 
a microphone and telephone security survey of the U.S. Attorney's 
Office, Executive Offices, and Fraud Division rooms on the second 
and sixth floors of the U.S. District Courthouse, 3rd Street and 
Constitution Avenue, N.W., Washington, D.C. 

Please contact I I Security Specialist, Security 

Programs Staff, Justice Management Division, for further infor~^^[^ 
mation on 633-2396. 







I , 


TO NOV 25 1881 


IfU^Aif^P 

F-r- 






6 MAY 51982 







I 





v4#V. 


ALL INFORMATION CONTAINED 

M^TDirTl.T T C-* TTKTPT 5 CCJTITTTrrj 
nJlKI!-i.JJ IrJ UwLLiir-JiDi.r 

)ATE 09-10-2010 BY 60324 uc baw/sab/lsg 

^ 1 - Mr. Bavse 

1 - 





Mr. D, Jerry Rubino, Director 
Security Programs Staff 
Justice ManagoHoat Division 

William A. Bayse 
Assistant Director FBI 
ttechaical Services Division 
AUDIO COUtJTERMnASUBSS IIATTFES 




7' 


yj. 


Te/r. /i 


Reference is made to your memor 


ll/G/81 


/v 


/ 


f 


dated October 8# 


1981f requesting a niiorophone and telephone security survey. 


be 

b7( 


On October 14, 1981,^ personnel from the. ‘Technical 
Services Division {TSP) conducted a countermeasures sweep at all 
locations requested, U* S* District Courthouse, Washington, B. C, 


^he survey consisted of a radio frequency spectrum checti, 
a check of the telephones and telephone lines and a nondestructive 
physical search* 

Ho evidence of tampering with the telephones or electronic 
eavesdropping was detected at the time of the sweep. 





^ 2- f73D.r- 


was conducted by ETs [ 



Exec AD Inv._ 

Exec AD Adm._ 

Exec AD LES_ 

Asst. Dir.; 

Adm. Servs,_ 

Crim. Inv.__ 

Ident._ 

Intel!. _ 

Laboratory_ 

Legal Coun. _ 

Plan. & [nsp._ 

Rec. Mgnt._ 

Tech. Servs._ 

Training_ 

Public Alls. Off. 

Telephone Rm,_ 

DireSftv's Sec 

O 



’MAr“'5“ 


APPROVED: 

Director__ 

Exec, AD-Adm. 
t Exdc. AQ-lfry. 
Exec. AD‘t^ 


Adm. Serva. 
Crim. !nv, __ 

toent.,__ 

toapacKon_ 

totoll. 


CafaSiiStorv 

Legal Coun._ 

Off. of Cong. 

& ^ubllo Affg,^ 

Mgnt. _ 

Ssrvs,_ 

Training __ 



\ 


ffBX/OOJ 






lEfrORflATlUM CO 

■LTtTFjtr TJJ T C* TTRTr* T ?, C C! T IT* TtT T'l 

.DATE 09-10-2010 BY 60324 uc baw/salVlsg 


1 - I 

Attn; 

if 


S!EI>ERAI» 




Hoveisber 13# 1981 


Honorable Charles F, C* Ruff 

United States Attorney for b6 

the Uistriot of colmabia 
Room 3136C 

United States Court House 
Building 

3rd and Constitution Avenue# Uorthvreet 
Washington# 20001 

Dear l!r. Ruffs ^ d/- 7^t: 

, ^ ^ 7 /r.T' 

Reference xs made to your letter dated October 1# ‘±9^8-1^-* 

On October 6 and Hovomber 4# 1981# personnel from the 
'3?echnical Services Division, FBI, conducted countermeasures 
sv7eeps at the residences of Assistant Onitr^d St aton Attorneys 




The countermeasures sweeps consisted of radio frequency 
spectrum cheebs and cheebs of the telephones and telephone linos, 

evidence of electronic eavesdropping or tampering 
with the telephones was detected at the time of the sweeps* 


Sincerely yours# 


f/K 


I'.Vfii 


Exee AD Inv._ -iMO 

Exoc AD Adm_gT 

Exec AD LES - — . 'H’n^ 
AssJ. Dir.; 

Adia. Servs._ 

Critn. Inv._ 

Ident._ 


William A* Bays© 

Assistant Director FBI 
Technical Services Division 


.pn'I'tilllU- 

‘ P 

NO TE; Sweeps were condu cted as follows: October 6, 1981, by 


£:'Tzz m 

Legal Coun. ^ 


Plon. & tnsp._ ' 

Rec. Mgnt_ 

Tech. Sem._ _ / 

Training- IMS/W 

Public Am. Ofl. ^ ^ f 'v 

Telephone Rm. __ ,. / 

Director's See’y _ MAIL ROOM iD 

6 MAY 51982 


land SA 
J and SA 

APPROVED; 

Dfrector_ 

Exf.i,' AD-At/W. 

Exec. AO-inv. 
Exbc.A 0 *LE$ 


Adm. Serv9. 
Crim. Inv. ___ 

!Ye. L_ 

In^r^Cticn 


I November 4, 1981, by . , . 

f 72 0 S'- 

Lab oratory _ *~"*‘*j^*^ 


Legal Coun._ 

Off. of Cong. 

L rY: 5 itc Affs.__ 

Rec. Mgnt. _ 

Ieoh. Ssa'o._ 

Training_ 


10 N'OV IV 13'' 













Memorandui^ll 


ALL FBI DIFOPLIATIOII C0HTAI1>IED 
HEEEIl 13 TJigCLASSiriED 

DATE 09”10“ii010 Bf 60324 uc baw/sab/1 scj 




ecurity Survey of Judge’s Caompers 


GOVJiRWMEffI! 'From 


William A, Bayse 
Assistant Director 
Technical Services Division 
Federal Bureau of Investigation 


February 24, 1982 


Id. ^er3^ Rubino, Director 
Security Programs Staff 
Justice Management Division 


This is to cancel the request for a security survey! of 
Judge Louis F. Oberdorfer’s chambers which was contained 
in my letter to you dated February 4, 1982. 



^ M'h 




X 




6im 5^82 



OCDRO> 
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ALL IlirORMATION COMTAINED 

:rebi is uijclassified 
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FBI 


PRECEDENCE: 
i I Immediate 
j I Priority 
Pxlc Routine 


0 ( 1 / 




CLASSIFICATION: 

□ TOP SECRET 
O SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 
m UNCLAS 

Date 3/28/83 ' 


rO: 


PROM:. 


0 


DIRECTOR FBI 

(ATTN: ADMINISTRATIVE SERVICES DIVISION) 


FACILITIES MANAGER, 
NORTHEAST REGIONAL COMPUTER- 
SUPPORT CENTER (NERCSC) 

FORT MONMOUTH, NEW JERSEY 



SUBJECT: NERCSC SECURITY 


National security data and equipment at the NERCSC 
dictate that the data center be ptaffed 24 hours a day, 7 days 
week, and that any access to the NERCSC be controlled at the 
perimeter security gate. 

The NERCSC is currently undergoing Phase 2 construction 
for its permanent data center. Construction is only 'authorized 
Monday through Friday, 8:00am to 4:30pm. Security procedures 
have mandated that all construction workers be identified and 
logged in and out of the construction site on a daily basis. 
Because of the construction activity and the need to maintain 
perimeter security, the access gate must be staffed full time by 
a NERCSC employee during construction hours. The NERCSC is 
currently utilizing computer operators to control the perimeter 
access gate. Consequently, this has had a negative impact not 
only on the NERCSC computer operations, but on coverage of 
NERCSC data center. 


(2^ Bureau 
1 - NERCSC 


/ / 


JGS;dlo 

(3) 





'A 




L 







Transmitted 



(Number) 


(Time) 


3!' JUM 6 1S53 

.Per.^_ 


U.S, GOVERNMEHT PRINTING OFFICE : 1982 0 - 369-895 






NERCSC SECURITY 


FBIHQ is requested to make available an employee from 
the Security Unit, Printing and Space Management Section, 
Administrative Services Division for temporary duty assignment at 
the NERCSC to assist with perimeter security* The duration of 
the assignment is anticipated from the present until June 15, 
1983. 


2 
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□ Immediate 
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□ Routine 


DECLASSIFICATIOH AUTHORITY DERIVED FROM 
FBI AUTOMATIC DECLASSIFICATION GUIDE 
jDATE 09-10-2010 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 








TO; DIRECTOR, FBI (62-97308) 

FROM; SAC, WFO (62-8247) 

TECHNICAL SURVEILLANCE 
COUNTERMEASURES (TSCM) I4ATTERS 


.1' */Ov=L> 


All markings, notations and items of information 
contained in this communication are classified "C2lE6i'tei£^T" 
unless otherwise noted. 

Re FBIHQ tel to WFO, 6/12/84, advising a sv/eep be 
conducted at offices of the Independent Counsel, Suite 314, 1717 
H Street, N.W., WDC. 

Enclosed for FBIHQ is one copy of a LHM 

setting forth the res ults of that sweep. The original of the LHM 
has been forwarded to I I Security Staff, 

U.S. Department of Justice. 

_ The sv;eep was conducted 7/17/84, by WFO SAs I I 

I It included 

examination of the te^^pne system, an RF check and a physical 
search of the offices used by the Independent Counsel and his 
deputies. No devices were found. 


The telephone system is an 














WFO 62-97308 




This examination was made with the sets on hook and off 
No anomolies vjere heard. 

voltage and current measurements were also taken on the 
audio and power 




RF check s were conducted from 30 MHZ to 1 GHZ using the 


The physic al search included the use of the 

























liiajift. 


•4 


•MUril 


€ 


SCLASSIFICATION AUTHOP.ITY DEP.IVED FP.OH: 
FBI AUTOIUlTIC declassification GUIDE 
ATI 09-10-2010 




SAC/ Los Angeles 

Director, FBI (62-97308) 


TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM)•TRAINING 


11/23/84 



The entire contents of this 



communication are classified 


Reference your letter dated November 7, 1984. 

Technical Services Division, Engineering Section, has plans 
of conducting TSCM In-Services later this fiscal year. 

Your office will be advised as soon as the In-Services are 
approved and the schedule made. 





Exec AD Inv. _ 

Exec AD Adtn._ 

Exec AD LES_ 

Asst. Dir.: 

Adm. Servs._ 



A 




to 



FBI/DOJ 
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DICLASSIFICATIOH AUTHORITY DERIVED FROM: 
FBI ATJTOIO.TIC DICIASSIFICATION GUIDE 
DATE 09“10-Z010 








1 3 


priority 

^Fmmpp CG NY PxaiDE m HomM ^hievciep bieis^z nov am 


DIRECTOR FBI 

TO FBI NEli) YORK IPRIORITYI 
ATTN: SSA l 


FBI CHICAGO IPRIORITYI 
ATTN: SSA | 


lb 6 
b7C 


FBI PHOENIX {PRIORITY} 

ATTN: aEAC RICHARD SUENSEN 

o 

^ ^ 2 £ c i'f y S u y 

TECHNICAL SURVEILLANCE COUNTERMEASURES MATTERS 

THE ENTIRE CONTENTS OF THIS COMMUNICATION ARE CLASSIFIED' 
"COnEI»BSIIJ^'’ 

REFERENCE FBIHi!! SSA | 


]TELEPHONE CALL TO 



NEli) YORKn NOVEMBER 1L-, lH6Mi CHICAGO AND PHOENIX, NC.VEMBER 13, 
ITSM. 

FOR THE INFORMATION OF RECEIVING OFFICES, THE ENGINEERING 
SECTION, TECHNICAL SERVICES DIVISION, BILL BE RELOCATING TO A 


:NSD'{b} 


ll/aa/flM 1B03SH 


sas3 


1 - 


1 *" 
1 - 
1 - 








6 FEB 321985 
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0-93A (7-19-77) 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


PAGE E _I_ CONTINUATION SHEET _ 

NEb] BUILDING IN LORTONt VIRCINIAt LOCATED SOUTH OF SPRINGFIELD 
20^ VIRGINIA. 

]8_ PRIOR TO riOVING TO THIS BUILDINGn PERSONNEL FROU THE 

ELECTRONIC ANALYSIS UNIT WILL BE CONDUCTING A THOROUGH 
16'^ technical SURVEILLANCE COUNTERtlEASURES -CTSCM} OF THE BUILDING- 
AS STATED DURING REFERENCED TELEPHONE CALLS-, THE ASSISTANCE OF 
14_ FIELD TECHNICALLY TRAINED AGENTS -CTTASI WILL BE RE(3UIRED TO 
^ CONDUCT A THOROUGH TECHNICAL INSPECTION IN A UEEKS TINE. 

12_ THIS ASSIGNMENT IS SCHEDULED FROM MONDAY MORNING-. 

_ NOVEMBER ELn THROUGH NOON FRIDAY-, NOVEMBER 5D-. ITflM. 

10 _ AS IT UAS AGREED TELEPHONICALLY lilITH EACH RESPECTIVE 

_ OFFICE-, THE FOLLOlilING TTAS IdITH ADVANCED TRAINING IN TSCM 
8_ MATTERS ARE SCHEDULED TO ASSIST FBIHt3 PERSONNEL IN CONDUCTING 
^ THE TSCM SURVEY AT THE NEW ENGINEERING BUILDING: / 

6 _ 1- SA I I NEU YORK 

2- SA | I NEU YORK 

4_ 3. ONE TTA TO BE DESIGNATED BY CHICAGO SSA | 

M- SaI I CHICAGO 


1. 

SA 1 

2. 

sa[ 

3. 

ONE 

M. 

sa[ 

5. 

SA 1 

SA 

1 


PHOENIX I 


DO NOT TYPE A1ESSAGE BEIOW THIS IINE 


FBI/DOJ 


DO NOT TYPE- PAST THIS LINE 
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(7-19-77) 


h- 


THREE BE Htg 


20 

18 

V6 

U 

12 

10 


PAGE 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


CONTINUATION SHEET 




TRANSPORTATION DURING THE SCHEDULED PERIOD AS THERE IS NO 


PUBLIC TRANSPORTATION AVAILABLE TO THE NEU ENGINEERING BUILDING 
LODGING ACCOnODATIONS HAVE BEEN HADE FOR NOVEMBER 25 - 30-. 
naM BY FBIHia at the ECONO LODGE-I I-^S SPRINGFIELD EXITi 
SPRINGFIE-LDn VIRGINIA-, TELEPHO.NE NUMBER. 7D3“k4-M-S31,l■ IF 
ARRIVAL IS AFTER L:DD P.fl. ON NOVEMBER E5n PLEASE CALL 

MOTEL AND PROVIDE CREDIT CARD NUMBER. FOR INtaUIRIES 
CONCERNING THIS COMMUNICATION-. PLEASE CONTACT FBIHC2 
SSA I ] EXTENSION 2700- 

CLASSIFIED M: OADR 

BT 
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Memorandum 


ALL FBI IHFORHATION COHTAIIIED 

HERE III 13 IIICLASSIFIED 

PATE 09--10“2010 BY 60324 uc baw/saB/is 




Jmrnf 


William A- Bayse 
Assi-stant Director 
Technical Services Division 
Federal Bureau of Investigati 9 n 


^ ™no; Director 

Security StafJf . 

Justice Management Division 


It is requested that the Federal Bureau of Investigation conduct 
a microphone and telephone security survey of the Departmental 
offices indicated below: 


Room 


200 Federal Triangle Building 
3143 Main 


6725 Main 


Division/Area 
Criminal 


Civil 


’ FISC 


Please have members of your staff contact i r 

Security Specialist of this staff for further information on^^_^ 

633-5078. ^\J i 
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DECIASSIFICATIOBJ AUTHORITY DERIUID FROM: 
FBI AUTOIIATIC D1 CLASSIFICATION GUIDE 
DATE 09-10-2010 


SAC, Washington Field 

Attention: CI-4 Supervisor 

Director, FBI 


1/3/85 


TECHNICAL SURVEtoANCE COUNTERMEASURES MATTER 
(TSCM) CJn . (7 


This document is”c’Xas^r£Te'^‘'^i 
entirety. 


W'-n’^its 


The Director of the Security Staff, Department of Justice 
(DOJ), has requested FBI assistance in conducting TSCM surveys in 
the D0J*s building. 

You are requested to have your T echnically Trained Age nts 
with countermeasures training contact | | 

telephone number 633'~2396, and make arrangements to conduct the 
requested TSCM surveys at the earliest time possible. 

All co mmunic at ions c oncerning TSCM matters should be 
classified il2ISiSPh9eff55SS! at minimum. 


For inquiri es concerning this communication, please call S'SA 
I Newington extension, 110-3144. [ 

Note: Due to the Engineering Section's workload, WFO TTAs have 
been assisting in conducting TSCM surveys in the Washington D.C. 


^ 1 - Mr. Bayse 
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■'-5 Itlff? 1985 



Adm.Serrt., 

Crfm, 

Jf/cint.__ 
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Inloll,_ 



_ Ldjoratofy_ 

_ Legal Coiio._ 

Oif. 0* Cong. 

> Public Affs., 

Rec. Mgnt. _ 
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S/15/fl5 UNCLAS ROUTINE 

^FBSfilGRR WFffiOE H«2 rla22S laLOlDDEVUlIIR 1520302 HAY flS 


be 

ib7C 




FH DIRECTOR FBI 

TO FBI WASHINGTON FIELD OFFICE ROUTINE 
j BT 

^U^CLAS. 

^JNT_ER__NO^£,s!^^^ BY__IH.E SECRm ^OXJLHE: 

U.S. DEPARTMENT OF EDUCATION - WASHINGTONn_DjLC_^i 
00: WASHINGTON FIELD OFFICE IlilFOI. 

RE NAY m-i naS BUTELCALL FRON SSA | 

SSA l 


]to 


]lijFOn AND blFO RETURN CALL TO FBIH(2. 


THIS TELETYPE WILL CONFIRM REBUTELCALL WHEREIN WFO WAS 
ADVISED THAT ASSISTANT INSPECTOR GENERAL FOR INVESTIGATIONS 
ARTHUR SINAI-i U-S- DEPARTMENT OF EDUCATION - OFFICE OF 
: INSPECTOR GENERAL-i TELEPHONE NUMBER SH5-0HS2-, HAD RE<3UESTED 
' THE FBI CONDUCT A TECHNICAL SURVEY OF THE SECRETARY'S OFFICE-. 

I 

i APPARENTLY THE SECRETARY HAS REASON TO BELIEVE HIS OFFICE WAS 
SUBJECT TO SOME TYPE OF SURVEILLANCE- THIS RE^IUEST WAS 
■ RELAYED TO WFO- 

i fb) JLS:UAS {3> S/lS/flS ■ BfibS p.;. Sbfl2 






■ 


i-[ 


NEWINGTON - FOR INFORNATION 


] TECHNICAL SERVICES DIVISIONn 
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